*Privacy* is a hallmark attribute of arbitration.

The arbitration process is carried out through private telephone calls, video conferences and/or in‐person meetings among counsel and arbitrator. The evidentiary hearing is conducted at a private location---typically at the facility of the arbitration service provider, if one is being used, or the offices of counsel for one of the arbitration parties.

Neither the press nor the public at large is entitled to be physically present at or otherwise observe or listen to the hearing. The parties and/or the arbitrator determine the limits of who shall be present at the hearing.

*Confidentiality* is another thing altogether. Contrary to the understanding of some, arbitration is not inherently a confidential process. The arbitrator is bound by applicable rules and ethical obligations to keep the arbitration proceeding confidential. See, e.g., Code of Ethics for Arbitrators in Commercial Disputes, Canon VI (effective March 1, 2004) (available at <https://bit.ly/3eiyZCi>).

The arbitration service provider, if there is one, is also bound to maintain the confidentiality of the arbitration proceeding. See, e.g., American Arbitration Association Statement of Ethical Principles (available at <https://bit.ly/36wknN5>). The parties, their counsel and witnesses, however, can disclose information regarding an arbitration to third parties. If they wish, they can even publicize the substance of what occurs during an arbitration, and even give press conferences!

Arbitration is a creature of contract, and confidentiality, as an aspect of arbitration, may be achieved by the parties\' agreement. A confidentiality agreement may be expressly provided for in the underlying arbitration clause, or it may be imbedded in the adoption of the arbitration rules of a designated arbitration service provider that requires specified confidentiality levels.

Parties also may agree to certain forms of confidentiality after a dispute has arisen. For example, similar to the litigation context, parties may agree that documents produced in discovery, or testimony elicited during depositions or at the evidentiary hearing, shall be deemed confidential and protected from disclosure to third parties.

But even with the parties\' agreement, an arbitration may not be completely confidential. For example, following issuance of an arbitration award, a party may apply to a court for confirmation or vacatur of the award; typically, a copy of the award is included in the written application.

The application, once filed with the court, including the award, will be a public document. Courts generally do not permit such applications to be filed under seal. See, e.g., *TIG Insurance Co. v. National Union Fire Insurance Co. of Pittsburgh*, P.A., *No. 19 Civ. 10238 (PAE), 2019 U.S. Dist. LEXIS 205120 (S.D.N.Y. Nov. 25*, 2019)(denial of unopposed request to seal).

Most recently, concerns regarding privacy and confidentiality in arbitration have been heightened due to issues relating to cybersecurity and conducting arbitrations remotely.

CYBERSECURITY CONCERNS {#alt21849-sec-0002}
======================

Cybersecurity concerns arise in the context of (a) electronic data breaches, and/or (b) cyberattacks that could affect the security and privacy of customer and case information. The major arbitration service providers---the AAA, the CPR Institute (which publishes this newsletter), and JAMS Inc.---have issued guidance for maintaining privacy and confidentiality through cybersecurity. (See their respective websites at [www.adr.org](http://www.adr.org), [www.cpradr.org](http://www.cpradr.org), and [www.jamsadr.com](http://www.jamsadr.com).)

The AAA and its international division, the International Centre for Dispute Resolution, for example, provide copies of their cybersecurity Best Practices Guide to all counsel and arbitrators at the commencement of a new arbitration. The AAA and the ICDR also require all arbitrators on their panels to have completed their course on cybersecurity during 2020.

Parties and their counsel should consult with each other early in the arbitration process in an effort to address any cybersecurity concerns. As part of such consultation, they should assess the nature of information that will be shared during the arbitration; the impact of a cybersecurity breach on a party individually or a party\'s business; and proportionate protective measures that might be taken to better secure sensitive personal data and confidential business information.

Specific examples include whether the email account of each participant provides adequate security; who requires hard copies of briefs and documents, and who needs to receive them electronically. If papers are to be provided electronically, are flash drives being used and, if so, are they encrypted with a password? Do parties want to use some form of encrypted email transmission or prefer to use a secure file utilized by an arbitration service provider?

Alternatively, if documents with highly sensitive information are being produced or otherwise used in the arbitration, can the sensitive information be redacted? Must documents containing sensitive information be shared with third parties---such as non‐party fact witnesses, experts, stenographers or other vendors---or can such sharing be avoided? And when and how shall documents containing sensitive information be destroyed by those who have received them upon the conclusion of the arbitration?

A party should immediately notify all participants in the arbitration of any security data breach or other incident relating to security.

Ideally, parties to an arbitration should agree upon cybersecurity measures that shall be implemented throughout the arbitration process, and such agreement should be memorialized in a writing that is then "So Ordered" by the arbitrator. See generally, Cybersecurity Protocol for International Arbitration (2020) developed jointly by representatives of the International Council for Commercial Arbitration, New York City Bar Association and *Alternatives*\' publisher, the International Institute for Conflict Prevention & Resolution (available at <https://bit.ly/2W8l9w9>).

REMOTE CONDUCT {#alt21849-sec-0003}
==============

The Covid‐19 pandemic has led to the expanded use of technology in arbitration, such as conducting portions of the arbitration process remotely, leading up to and including the evidentiary hearing.

In this context, issues arise regarding privacy and confidentiality. In addition to the items already mentioned, the parties, their counsel and the arbitrator must be mindful of various issues:

*Secure Internet Connections:* Each participant should have secure Internet access. No one should attend the hearing from a public location or where a non‐participant could hear, see or otherwise access the proceedings.

*Invitations and Access:* Access to the evidentiary hearing should be limited to participants agreed upon by the parties, their counsel and the arbitrator. The arbitrator, case manager of an arbitration service provider or other designee can be given the authority to invite participants to the hearing. Such authority can be limited to one person. Access to the hearing can be password protected.

Participants should be instructed not to forward the invitation to anyone, and not to share the hearing link or password with anyone. In order to be able to send the invitation, the participants need to provide the arbitrator or other designee, in advance of the hearing, with the name, email address and telephone number of each person who will participate in, attend or listen to any portion of the hearing. This may include any individual who is providing technical assistance for the remote hearing.

Your ADR Lockdown {#alt21849-sec-0004}
-----------------

**The new process:** Mediations and arbitrations are now online. That alone isn\'t new, but the extent of the electronic processes means major operational changes.

**The new process prioritized:** Security measures need to ensure privacy and confidentiality.

**The advice:** Among many other points, the author discusses how to exchange documents and conduct a remote arbitration hearing with sufficient security.

*Those Present at the Hearing:* At the start of each hearing session, the arbitrator should verify who is attending the hearing. Each participant should disclose if anyone is in the room with her or him and confirm if no one else is present. Attendance at the hearing should be monitored on a continuing basis throughout the hearing.

At the commencement of a witness\'s testimony, the witness should confirm that no one is in the room with her or him. Virtual backgrounds, which could hide the presence of others in the room, should not be permitted. At any time, the arbitrator can ask the witness to provide a 360‐degree survey of the room where the witness is located. The witness should be instructed to turn off any cellphone or other device that would enable the witness to communicate with others during the time that testimony in being presented.

*Exchanges and Use of Exhibits*: Hard copies of exhibits, or a flash drive containing the exhibits, should be provided to opposing counsel in advance of the hearing. Exhibits also should be provided to the arbitrators in advance of the hearing; this is in contrast to in‐person hearings where the arbitrators typically receive copies of the exhibits for the first time at the beginning of the hearing. Efforts must be made to ensure the documents\' safe delivery, as well as protection of the contents of any flash drive.

*Recording the Hearing*: Confidentiality issues may arise regarding the manner in which the evidentiary hearing is recorded---by stenographic transcription, audio recording or video recording. If the hearing is recorded through the electronic platform that is being used for the hearing, there may be concern that such recording may be disseminated to third parties. Protocols, however, may be implemented to limit such risk through appropriate storage of the recording and safeguarding access to it. The parties can agree that they will not record the hearing electronically or permit anyone else to do so. This may include taking screen shots.

And there is no reason why the parties cannot agree that the hearing will be recorded the old‐fashioned way---by court stenographer.

This is only a sampling of confidentiality concerns that may arise in the age of technology. Undoubtedly, new issues will emerge as the use of technology in arbitration becomes increasingly prevalent.

For further information, you can check the providers\' websites above. For example, the CPR Institute is updating its "ADR in the Time of Covid‐19" information clearinghouse at <https://bit.ly/3bYPm5M>. CPR also has an Annotated Model Procedural Order for Remote Video Arbitration Proceedings, available at <https://bit.ly/3ckXtKZ>. Other providers are linking from their home pages, too. *Practical Law* has a Procedural Order for Video Conference Arbitration Hearings which is available at <https://bit.ly/2zrrRoz>.

**The author has served for more than 30 years as an independent arbitrator and mediator, focusing on commercial and business transactions, employment and international matters. In 2018, he opened his own New York firm as a dedicated arbitrator and mediator. See** [www.singeradr.com](http://www.singeradr.com). **He is a former litigation partner in the New York office of Dorsey & Whitney LLP. Last summer, he co‐authored two *Alternatives* articles, in the July/August and September issues, on writing arbitration awards. The articles were adapted from the author\'s treatise "Arbitrating Commercial Disputes in the United States" (Practising Law Institute 2018), and are available at, respectively,** <https://bit.ly/3eemg3z> **, and** <https://bit.ly/2LS6Bee>.
